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AAES-Insight-2023-001: Insight Login 

Page vulnerable to Clickjacking 
 

Date 

2023-11-03  

Overview 

A clickjacking vulnerability has been discovered on the Insight web application login page. 

This vulnerability could allow an attacker to embed a malicious website on top of the Insight 

Login page using an iframe, which tricks users into performing unintended actions. 

Our investigation followed our vulnerability handling process covering investigation, 

remediation, post-remediation, and security advisory publication. 

Affected Products 

The clickjacking vulnerability affects only the Insight web application Login Page. 

Description 

An attacker can exploit this vulnerability by creating a page that includes a hidden iframe 

with the Insight Login Page and overlay this invisible frame on top of a page it controls. This 

could trick users into performing unintended actions when they visit the page.  

Impact 

Successful exploitation of this vulnerability could trick users into performing unintended 

actions, such as disclosing their passwords, personal information, or malware distribution. 

Severity 

6.5 Medium – CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:H/A:N. 

Remediation 
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We have enhanced our security by implementing a new response header policy to restrict 

clickjacking. This policy effectively mitigates the risk of unauthorized embedding of our 

content within other websites. 

References 

• https://nvd.nist.gov/vuln/detail/CVE-2017-5697 

• https://cwe.mitre.org/data/definitions/1021.html  

Credit 

This vulnerability was discovered and researched by Vaibhav Shinde. 

Contact Information 

For further inquiries, questions, or clarifications on vulnerabilities, contact us via 

aaesproduct.security@assaabloy.com. 
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